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Richard Leonard 
Convener 
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Scottish Parliament 
Edinburgh  
EH99 1SP  

Dear Convenor 

2021/22 audit of Scottish Environment Protection Agency 

The 2021/22 audit of the Scottish Environment Protection Agency (SEPA) has concluded and 
the auditor has provided a qualified opinion on the annual report and accounts. However, I am 
writing to advise the Public Audit Committee that I have decided not to produce a Section 22 
report on the 2021/22 audit of SEPA.  

In February 2022, I reported in my Section 22 report that as a result of a ransomware attack on 
24 December 2020 SEPA was unable to access a significant amount of its systems and data. 
The auditor had issued a disclaimer of opinion on the financial statements as they were unable 
to obtain sufficient audit evidence to substantiate £42 million of income from contracts. At the 
time of publication, SEPA was still reinstating some of its systems and was in the process of 
understanding the full financial impact of the attack. 

On 2 December 2022, the auditor provided a qualified opinion on the SEPA’s 2021/22 annual 
report and accounts. This recognises the disclaimer opinion in the prior year given that 
comparative financial figures for 2020/21 are included within the 2021/22 annual report and 
accounts.  

The 2021/22 audit found that SEPA has continued to make progress in its recovery from the 
cyber-attack. The annual audit report states that: 

• SEPA achieved an overall surplus position of £5.701 million as at 31 March 2022.  The
surplus was primarily due to underspends in a number of different areas and grant-in-
aid funding from the Scottish Government of £640,000 being received late in the year.
This resulted in SEPA being unable to fully utilise this funding.

• The auditor did not find any significant control deficiencies in key financial processes
and controls, including those over payroll, income and expenditure. Management has
re-established systems of internal control and financial management and reporting
during the year. SEPA has rebuilt its core enterprise system which is used to support
finance, procurement, and human resource functions. Further developments of the
system restored key financial reports and the fixed asset module was also reinstated.
Additional reporting functionality at portfolio level will be reinstated in 2022/23.



• In March 2022, SEPA published the known associated cost of the cyber-attack as being
£3.963 million. This included costs associated with investigating the cyber-attack,
lessons learned and recovery.

• SEPA continue to receive additional capital funding compared to forecast in 2022/23
through to 2024/25 to fund digital programmes and recovery (an extra £7.9 million over
these two years compared to what was planned before the cyber-attack)

• Consistent with many public sector organisations, SEPA faces increasing forward
financial pressures. It has forecast through to 2026/27, a deficit of between £2.5 million
to £3.5 million each year.

• The auditor notes that SEPA will have to make significant savings going forward. To
date it has managed to make savings through vacancy management but this is
unsustainable. The auditor also notes that SEPA needs to continue to use capital
funding for digital improvements, bringing these forward where possible. The continued
digitalisation of SEPA’s activities will in turn support the savings it needs to make.

• The cyber-attack had a significant impact on SEPA’s operations and the ability of SEPA
to deliver all services. The loss of data also significantly impacted on SEPA’s ability to
deliver its full range of services. SEPA chose not to rebuild and recover all the old
systems but where relevant and appropriate, to build new systems, in line with its
transformation strategy. Some systems remain to be built including a lab management
system.

In December 2021, SEPA’s Corporate Solicitor was made aware of allegations about the Chief 
Executive of inappropriate conduct. Whilst no formal complaints were raised, the allegation was 
treated in accordance with company policies, with management leading an investigation. Prior 
to the conclusion of this, the Chief Executive went on unpaid leave and resigned on 19 January 
2022. The Chief Executive did not receive any payment in lieu of notice. A new Chief Executive 
was appointed in October 2022. 

As a result of the departure SEPA was unable to formally conclude the investigation. The 
auditor reports that SEPA has reflected on these events and established a People Committee to 
support management in the development of the corporate and wider organisational culture 
required to drive transformational and inclusive change. It is too early for the auditor to 
determine the effectiveness of this committee. 

My team will continue to monitor SEPA’s progress and I will report in public as appropriate. 

I, or members of my team, would be happy to discuss this matter further with you should you 
require more information. 

Yours sincerely 

Stephen Boyle 
Auditor General for Scotland 
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https://www.sepa.org.uk/media/594218/agency-board-standing-orders.pdf


https://sustainablescotlandnetwork.org/reports/the-scottish-environment-protection-agency
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International Standards on Auditing (UK) (ISA) 260, as well as other ISAs, prescribe matters which we are required to communicate with those charged with 

governance, and which we set out in the table below.  

Our communication plan Audit Plan Audit Findings

Respective responsibilities of auditor and management/those charged with governance 

Overview of the planned scope and timing of the audit, including planning assessment of audit risks and wider scope risks 

Confirmation of independence and objectivity  

A statement that we have complied with relevant ethical requirements regarding independence. Relationships and other matters 

which might be thought to bear on independence. Details of non-audit work performed by Grant Thornton UK LLP and network firms, 

together with fees charged. Details of safeguards applied to threats to independence
 

Significant matters in relation to going concern  

Views about the qualitative aspects of SEPA’s accounting and financial reporting practices, including accounting policies, accounting 

estimates and financial statement disclosures 

Significant findings from the audit 

Significant matters and issues arising during the audit and written representations that have been sought 

Significant difficulties encountered during the audit 

Significant deficiencies in internal control identified during the audit 

Significant matters arising in connection with related parties 

Identification or suspicion of fraud involving management and/or which results in material misstatement of the financial statements 

Non-compliance with laws and regulations 

Unadjusted misstatements and material disclosure omissions 

Expected modifications to the auditor's report, or emphasis of matter 
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